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What Changed? 
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Statistics
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Data Breaches 

Data brokers of information:
o People’s personal browsing habits. 

These companies are 
unregulated, and when one 
leaks, all hell breaks loose.

https://www.csoonline.com/article/3221388/cloud-security/how-do-you-secure-the-cloud-new-data-points-a-way.html
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Media Makers



9©Copyright 2019, C3 Pathways, Inc. All rights reserved. Slide 

Why Bother? 
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• As of August, there have been 38 
attacks reported during on health 
care providers during 2021. 

• These have disrupted patient care at 
roughly 963 locations.

• During all 2020, we had 560 sites 
being impacted in 80 separate 
incidents.
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• In 2020, more than 29 million health 
records were compromised, 67% due 
to hacking, including the largest a 
ransomware attack on cloud service 
provider, Blackbaud.

• Hospitals now account for 30% of all 
large data breaches and at an 
estimated cost of $21 billion in 
2020 alone.
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• 25% year-over-year increase in healthcare 

data breaches. 

• Healthcare data breaches have doubled 

since 2014. 

• 642 healthcare data breaches of 500 or more 

records were reported in 2020. 

• 1.76 data breaches of 500 or more 

healthcare records were reported each day 

in 2020. 

• 2020 saw more than 29 million healthcare 

records breached. 
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• One breach involved more than 10 million 

records and 63 saw more than 100K 

records breached. 

• Hacking/IT incidents accounted for 67% of 

data breaches and 92% of breached 

records. 

• 3,705 data breaches of 500 or more records 

have been reported since October 2009. 

• 78 million healthcare records have been 

breached since October 2009 



17©Copyright 2019, C3 Pathways, Inc. All rights reserved. Slide 



18©Copyright 2019, C3 Pathways, Inc. All rights reserved. Slide 



19©Copyright 2019, C3 Pathways, Inc. All rights reserved. Slide 



20©Copyright 2019, C3 Pathways, Inc. All rights reserved. Slide 

• Demand money in 
exchange for digital 
keys to unlock the 
data. 

• 2 out of 3 times the 
victims pay, 
especially when 
encrypted data 
hasn’t been backed 
up.

The Criminal
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What Do Your Devices Know 
About You? 

Passwords

Credit Card Numbers

Bank Account Info

Contacts  and Relatives

Names & Addresses 

Identification Numbers

Recent Accessed Files

Visited Sites

Recently Deleted Files

Phone Calls

Text Messages

E-mails
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Social Engineering 
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Reciprocity
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Obligation
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Concession
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Scarcity
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Authority
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Commitment and Consistency
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Liking
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Social Proof
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Methodology
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Why is Social Engineering 
Effective? 

• Security are as strong as their weakest link, and humans are 

the most susceptible factor

• It is difficult to detect social engineering attempts

• There is no method to ensure complete security from social 

engineering attacks

• There is no specific software or hardware for defending 

against a social engineering attack 
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Maslow
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Dark Web 
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Social Media
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Questions?
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Connect 
E-mail: HJSolutions1811@Gmail.com

E-Mail: Harry.Jimenez@C3Pathways.com

https://www.linkedin.com/in/arjilo/

https://www.facebook.com/dc.jimenez.9840

Phone: 210-837-7608
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