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What Changed?

Daily Interactions are Changing

V New digital interactions alter people’s
experiences with, and expectations of,
brands y

p—

Pope Benedict Inauguration (2005)
Pope Francis Inauguration (2013)‘
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Ap Thg Associated Press &

Breaking: Two Explosions in the White
House and Barack Obama is injured

& Reply T3 Retweet Wy Favorite eee More

e oo < (150 S i) ) 0 Y P

A screengrab of the fake tweet sent by hackers from the Associated Press Twitter

account
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Data Breaches

Data brokers of information:

o People’s personal browsing habits.

These companies are
unregulated, and when one
leaks, all hell breaks loose.
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https://www.csoonline.com/article/3221388/cloud-security/how-do-you-secure-the-cloud-new-data-points-a-way.html
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Malware

Piecing Together the Global Threat Jigsaw
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CRIME AND JUSTICE
at JOHN JAY COLLEGE YOUR CRIMINAL JUSTICE NETWORK

CENTER ON MEDIA \ ‘

AboutUs ¥ Fellowships ¥ Viewpoints TCR In Depth v  Justice Digest v Resources v Books

Newest Target of Cyber Attacks:

her tale of survival, and her
openness in sharing her story,

America’s Hospitals

By Nancy Bilyeau | August 18, 2021 GET YOUR
COPY HERE

fecturing
NEW, EXCLUSIVE INSIGHTS
PREVIOUSLY UNPUBLISHED PHOTOS

Inside America's Carceral State

JEREMIAH
BOURGEOIS

THE CRIME REPORT

Sign Up For The Crime Report
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THE WALL STREET JOURNAL.

Ransomware Attacks on Ul
‘They Do Not Care’

An Eastern European group known as Ryuk has hit at least 235 facilities, raking in more than $100 million

HospltaIS'
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» As of August, there have been 38
attacks reported during on health
care providers during 2021.

 These have disrupted patient care at
roughly 963 locations.

* During all 2020, we had 560 sites

being impacted in 80 separate
iIncidents.
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* In 2020, more than 29 million health
records were compromised, 67% due
to hacking, including the largest a
ransomware attack on cloud service
provider, Blackbaud.

* Hospitals now account for 30% of all
large data breaches and at an
estimated cost of $21 billion in
2020 alone.
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« 250 year-over-year increase in healthcare
data breaches.

 Healthcare data breaches have doubled
since 2014.

642 healthcare data breaches of 500 or more
records were reported in 2020.

 1.76 data breaches of 500 or more
healthcare records were reported each day
In 2020.

2020 saw more than 29 million healthcare
records breached.
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 One breach involved more than 10 million
records and 63 saw more than 100K
records breached.

* Hacking/IT incidents accounted for 67% of
data breaches and 92% of breached
records.

« 3,705 data breaches of 500 or more records
have been reported since October 20009.

« 78 million healthcare records have been
breached since October 2009

Slide 16



©Copyright 2019, C3 Pathways,

Perspectives in
Healthcare Security

An industry report that examines attitudes, concems, and
impacts on medical device security as well as cybersecurity
across large and midsize healthcare delivery organizations.

Sponsored by:
& CyberMDX PHILIPS



Key Findings = * a

Ransomware is attacking the bottom line
48% of hospital executives reported either a forced or proactive shutdown in the last 6 months
as a result of external attacks or queries.

Midsize hospitals feeling more pain

Of respondents that experienced a shutdown due to external factors, large hospitals reported
an average shutdown time of 6.2 hours at a cost of $21,500 per hour while midsize hospitals
averaged nearly 10 hours at more than double the cost or 345,700 per hour.

Cybersecurity investment not a high priority

Despite continuing cyber-attacks against healthcare and roughly half of respondents
experiencing an externally motivated shutdown in the last 6 months, more than 60% of
hospital IT teams have “other” spending priorities and less than 11% say cybersecurity is a
high priority spend.

Dangerous Vulnerabilities Still Not Dealt With

When asked about common vulnerabilities such as BlueKeep, WannaCry and NotPetya, the
majority of respondents said their hospitals were unprotected. 48% of respondents admitted
their hospitals were not protected against the Bluekeep vulnerability, and that number
increased 64% for WannaCry and 75% for NotPetya.

Lack of automation creates gaps in security

65% of IT teams in hospitals rely on manual methods for inventory calculations with 7% still in
full manual mode. In addition, 17% of respondants from midsize hospitals and 15% from large
hospitals admitted they have no way to determine the number of active or inactive devicas
within their networks.

Is there a staffing disconnect?

While 2/3 of IT teams believe they are adequately staffed for cybersecurity, nearly half of
Biomed teams believe more staff is needed. Conversely, the industry has been experiencing a
cybersecurity talent shortage and 100+ day lag to fill jobs.

Cyber insurance and compliance are popular options
b8% of IT teams consider compliance “almost always™ and rate it a high impact on their jobs.
Similarly, 58% also said they had cyber insurance.
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Exploits
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The Criminal

 Demand money In
exchange for digital
keys to unlock the
data.

« 2 outof 3 times the
victims pay,
especially when
encry{oted data
hasn’t been backed

up.
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What Do Your Devices Know
About You?

Passwords Contacts and Relatives
Credit Card Numbers Q Names & Addresses
Bank Account Info 4 Identification Numbers

Recent Accessed Files Phone Calls
Visited Sites Text Messages
Recently Deleted Files E-mails
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Social Engineering

The Human Factor
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" A Definition Of Social Engineering:

T— G}
= -
“Any act that influences a person to take an
. , action that may or may not be in their best
Interest.”
-

Source: Chris Hadnagy, www_sodal-engineer.org
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A%
Reciprocit

Social Engineering Principles (1)

Reciprocity:

| will do something for you and you will i
* feel morally obligated to return the favor. h "(','; )
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A%

Obligation

: o Social Engineering Principles (2)
- : > a\f
. Obligation:

The moral, unspoken obligations
. * we put up ourselves to react in
certain ways.
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Social Engineering Principles (3)

Concession:

Giving up something you “want” so they give
* up something they want.
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N Social Engineering Principles (g)

Scarcity:

The scarcer things become, the higher they will be valued.
»
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P
Authorit '

K Social Engineering Principles (5)

Authority:

In society we look up to people in a
o * uniform, expensive suit or in a position
of authority (e.g., manager, doctor)

i
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X

Commitment and Consistenc

A Social Engineering Principles (6)

Commitment and Consistency:

If you say ‘yes’ once, you’re more
v * likely to follow that up with another
positive answer.
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A%

LIKINC

: A Social Engineering Principles (7)
'Tz .
. - Liking:

We like people who are like us and...
» * _.we really like people who like us.
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Social Proof

Social Engineering Principles (8)

Social Proof:

People do not like to feel uncertain and will look around
¥ to others on clues on how to think and act.

p
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PR X
Methodoloc

The methods used by Social Engineers

= (Create an (artificial) time constraint;

= Make the other person feel at ease;

= Keeping ones credibility;

= |et the other person fill in the ‘blanks’;

= Be helpful or be needy;

= Dress appropriately;

= Act appropriately;

= Stay natural, genuine and real;

= Pay honest attention to the person, use flattery;
= And much more...

15
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Why Is Social Engineering
Effective?

* Security are as strong as their weakest link, and humans are
the most susceptible factor

[t s difficult to detect social engineering attempts

* There 1s no method to ensure complete security from social
engineering attacks

* There 1s no specific software or hardware for defending
against a social engineering attack
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Sett - esteoom, Confidemce, Achiovernen

Social Needs

Physiological Needs (survival)
Ak, Sheltes, Waler, Food

WiFi

Battery
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Dark Web

| About Tor x |+
S! @ = Tor Browser | Search or enter address C Search =
@ The green onion menu now has a security slider which lets you adjust your security level. Check it out! [ Open security settings I ®

Tor Browser =
702

Welcome to Tor Browser

You are now free to browse the Internet anonymously.

m

Test Tor Network Settings

Search securely with DuckDuckGo.
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Political dissidents

Stolen credit cards

lllegal pom

(http://money.cnn.com/infographic/technology/what-is-the-deep-web/)
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Heroin 4267 Views: 14453 / Bids: Fixed price
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Steroids = [ Views: 21669 / Bids: Fixed price O
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Tobacco 525
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¥} BROWSE CATEGORIES
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Fraud 36213
Drugs & Chemicals 196393
Guides & Tutorials 13023
Counterfeit Items 7051
Digital Products 15058
Jewels & Gold 15569
Weapons 3398
Ammunition 381
Pistols 1551
Pistols 1551
Long-Range Guns 335
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Other 495
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Services 6913
Other Listings 3353
Software & Malware 2689
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Search Results (save search)

[
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Quantity left: Unlimited
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Views: 33950 / Bids: Fixed price
Quantity left: Unlimited
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W

Buy price
USD 3,700.00

W
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Social Media

‘Safest’

SilentCircle

‘Safe’

E Redphone Eg Wickr

| Telegram

‘Moderately safe’

! CoverMe

7| BBM

G‘ 0STel Threema . iMessage
a ChatSecure -- Surespot = @  FaceTime
D Signal &) Hangouts
(formerly
Textsecure) f Facebook
Messenger
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‘Unsafe’
Viber E WeChat GroupMe
1) WhatsApp Nimbuzz a MessageMe

[,:} LINE m Hike U Imo.im
@ Tango & Chat ON TalkRay
oovoo @Kk v

@ Kakao Talk - Voxer
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Connect

@ E-mail: HJSolutions1811@Gmail.com
Q E-Mail: Harry.Jimenez@ C3Pathways.com

n https://www.linkedin.com/in/arjilo/

g https://www.facebook.com/dc.limenez.9840

Phone: 210-837-7608
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